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Bring Your Own Device (BYOD)

SECURITY REQUIREMENTS

Feature

Windows

Processor
» Core i5 or higher

Screen Size
» 13" or larger

Memory
> 8 GB RAM
» 16 GB RAM recommended

Screen Sharing
» Accommodate VGA or HDMI

Ethernet

> Built-in or External adapter
and 4’ or longer, Category 5e
or 6 patch cable

Wireless
» Wireless capability must be
built-in

Video/Audio
» Webcam
» Speaker/mic

Laptop Warranty

» Recommended 3 years (parts

and labor)

Operating System

Microsoft Windows 10 or 11
—Recommended v21H2
—Minimum accepted v20H2

Note: Windows Home or any
version of Windows 7 are
incompatible with many
classroom applications.

MacOS 10.15 (Catalina) or later
—Recommended 12.3
(Monterey)

—Minimum accepted 10.15
(Catalina)

Anti-Virus

- All laptops must have up to
date anti-virus software installed
and activated.

Microsoft Windows 10 comes
with Microsoft Defender.

Additional virus protection
options:

Avast
Cisco
Avira
Bitdefender

MacOS 12.3 (Monterey) comes
with enhanced security and virus
protection.

Additional virus protection
options:

e Avast
e Bitdefender
e Sophos

Encryption

- All laptops accessing the
Medical School’'s network and
data must have full disk
encryption installed and
activated

Microsoft Bit Locker information
and instructions may be
found here

Recommend that you encrypt
your Mac with FileVault: here

It is recommended that you keep
a copy of the encryption key in a
non-Mac location

Screensaver

- Configure to start between 10
and 15 minutes.

- Must require a password after
a minimum of 5 minutes.

Screen Saver Settings

Select "On Resume, display
login screen".

Review entire article for steps
how to require password.

Unigue Computer Name

Windows computer name

support

Mac computer name support

(optional) Device Geo-
Tracking/Locking

software
- for lost or stolen devices

\Windows geo tracking/Locking

Mac geo tracking/Locking

software

software



https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.avast.com%2Findex&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555807118&sdata=H%2F6q%2F4B8YnLPSeZw7O8z7Y8pP0CZSb0BHx61M06vjT8%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.immunet.com%2Findex&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555817107&sdata=EYiENlmLwgVv5hELSAeEQDonGNPODE1hTvDi7IA%2Bobw%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.avira.com%2F&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555817107&sdata=BvlRuUAYwgh8zfASByWHiujsHQmgHHT6FcWFUfg6wnE%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bitdefender.com%2F&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555827100&sdata=Gdj14elQXnHq8BtPQStdgg4sac0SIItrJO2VI%2BD%2FkWg%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.avast.com%2Findex&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555827100&sdata=J1eQste4RY28z9oKzpoig8nv0b%2F3oCFm6w%2Fs6s9ZXQQ%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bitdefender.com%2F&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555837099&sdata=xNcIeH%2B4yu%2Fn%2BijPJhQrynClEYbPux5UyTF4N7BLt04%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhome.sophos.com%2F&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555837099&sdata=O3W2GCzULAKTP4CDcxnBErC4Cku5GWA97fcPHoFLOPM%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Fhelp%2F4502379%2Fwindows-10-device-encryption&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9f824cab22d4a6f876208d803002516%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637262646434439525&sdata=pxhnl6IHQ31Bx44Sik%2BSF7NwyvUgM%2BA8DeNqiIRa7Ck%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.apple.com%2Fguide%2Fmac-help%2Fencrypt-mac-data-with-filevault-mh11785%2Fmac&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cf9b502e72516485c4b8408d802523f6d%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261899555847093&sdata=lPsEV28%2BifkCmGPnFzbqiRkHIKM3JkP3BUQtNrmNdkE%3D&reserved=0
https://support.microsoft.com/en-us/help/4026828/windows-change-your-screen-saver-settings
https://support.apple.com/en-us/HT204379
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fanswers.microsoft.com%2Fen-us%2Fwindows%2Fforum%2Fall%2Fhow-can-i-change-computer-name%2Fbe902cac-db1e-4b9d-8bc0-15a719e5950d&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cad64680777c34424a54908d80255cd4a%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261914822923217&sdata=%2BoKxkbGWR1nDly0HstBrawpRiv7EDRXLz6iW68YTsu4%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fanswers.microsoft.com%2Fen-us%2Fwindows%2Fforum%2Fall%2Fhow-can-i-change-computer-name%2Fbe902cac-db1e-4b9d-8bc0-15a719e5950d&data=02%7C01%7CLucy.Ortiz%40umassmed.edu%7Cad64680777c34424a54908d80255cd4a%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637261914822923217&sdata=%2BoKxkbGWR1nDly0HstBrawpRiv7EDRXLz6iW68YTsu4%3D&reserved=0
https://support.apple.com/lt-lt/guide/mac-help/mchlp2322/mac#:~:text=Change%20your%20computer's%20name,System%20Preferences%2C%20then%20click%20Sharing.&text=Type%20a%20new%20name%20in%20the%20Computer%20Name%20field.
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Faccount-billing%2Ffind-and-lock-a-lost-windows-device-890bf25e-b8ba-d3fe-8253-e98a12f26316&data=04%7C01%7CStephen.Roll%40umassmed.edu%7C7e992bccc87b47b9f86408d909cd1880%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637551598740728754%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=5Kg91PWsFW%2FEKSzJGmhDWhmm8Uj7yziFDBicaSD5GEw%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Faccount-billing%2Ffind-and-lock-a-lost-windows-device-890bf25e-b8ba-d3fe-8253-e98a12f26316&data=04%7C01%7CStephen.Roll%40umassmed.edu%7C7e992bccc87b47b9f86408d909cd1880%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637551598740728754%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=5Kg91PWsFW%2FEKSzJGmhDWhmm8Uj7yziFDBicaSD5GEw%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.apple.com%2Fen-us%2FHT210400&data=04%7C01%7CStephen.Roll%40umassmed.edu%7C7e992bccc87b47b9f86408d909cd1880%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637551598740738749%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2FuWNLGN0DII%2BR8TqMXas8DlTpK2PMqc8So1DloEc2Fo%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.apple.com%2Fen-us%2FHT210400&data=04%7C01%7CStephen.Roll%40umassmed.edu%7C7e992bccc87b47b9f86408d909cd1880%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C637551598740738749%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2FuWNLGN0DII%2BR8TqMXas8DlTpK2PMqc8So1DloEc2Fo%3D&reserved=0

