
Confidential 

Information Services 

When creating your new UMass Medical School password, remember 
that you will be required to adhere to the University’s standards for 
strong passwords.  

PASSWORD CONTROLS 

Passwords must be 8-14 characters long 
and contain three of the four of the 
following character types: 
 Lower case characters 
 Upper case characters 
 Special characters 
 Numbers 
 
Your password cannot contain part of 
your name or be any of the previous 10 
passwords. 

Create a password that is easy to 
remember but hard to guess. Try 
using passphrases as opposed to 
words. For example: 
“ILove@pplePie!”  contains all 
necessary character elements. 
You’ll find passphrases much easier 
to remember! 
 
(Do not use this example – now that it’s 
posted on the Internet, you can bet thieves 
will try to use it to access a UMassMed 
account!) Passwords should never be shared with another user.  
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Presentation Notes
Passwords are to be assigned to the individual employee or issued on an individual employee basis if computerized records are being accessed as part of their responsibility. Distribution of passwords should be handled with the strictest confidentiality. System software should enforce the changing of passwords and the minimum length and format.Procedures for forgotten passwords should require that the user be personally identified by Support Services. GPO Policy regarding Passwords:Enforce Password History – last 10 rememberedMax Password Age – 60 daysMin Password Age – 1 dayMin Password Length – 8 charactersPassword  must meet complexity – EnabledStore Passwords using Reversible Encryption – DisabledAccount Lockout Direction – 15 MinutesAccount Lockout Threshold – 5 Invalid Logon AttemptsReset Account Lockout Counter After – 5 MinutesEnforce User Logon Restrictions – EnabledMax Lifetime for Service Ticket – 600 minutesMax Lifetime for User Ticket – 10 hoursMax Lifetime for user ticket renewal – 7 daysMax tolerance for computer clock synch – 5 minutes
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